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Abstract: Objective The relentless evolution of presentation attacks pose a threat to the security of facial recognition sys-
tems, and low-cost deepfake technology has caused widespread social security issues. With the continuous confrontation
between forgery and anti-counterfeiting technologies, the difference between real and forged data is becoming increasingly
subtle, transient, and sparse. However, when the generated patches (or occluded patches) are mixed with the original
image, global inconsistencies in lighting, geometric proportions, motion patterns, and other aspects are inevitable. This
paper proposes an adaptive face fraud detection model based on Transformer graph representation learning, which utilizes
fraud clues with widespread global spatial inconsistency in fraud samples. This model aims to improve the accuracy and
generalization ability of face fraud detection to address increasingly complex security challenges. Method Firstly, the
model constructs the complementary advantages of GNN (graph neural networks) and Transformer layers by alternately
stacking them. GNN shields irrelevant nodes and converts Transformer’s blind global attention into sparse , low rank, and
structurally sensitive; Transformer expands the receptive field of GNN through long-range dependencies, making message
transmission farther and more flexible. The combination of GNN and Transformer makes it easier for the model to capture
globally inconsistent fraud clues. Secondly, due to the strong dependence of GNN on graph topology, this model applies
the dynamic K-nearest neighbor dense algorithm to improve the sampling method of neighboring nodes. The algorithm adap-
tively adjusts the connectivity (degree) of each node based on the local feature density distribution in the latent space. In
sparse or ambiguous regions, nodes connect to more neighbors to gather broader context; in dense, discriminative regions,
connections focus on the most relevant neighbors. This dynamically constructs data-adaptive graph topologies that are inher-
ently more resilient to noise and variations, providing a robust foundation for subsequent processing. Thirdly, this model
uses a dual attention mechanism to weight the nodes and edges in the graph separately. The weight of nodes reflects the
degree of influence of image patches in different regions on image labels, and adding weights to nodes can enable the model
to focus on image patches that carry more discriminative information. Meanwhile, the weight of edges reflects the degree of
influence of neighboring nodes on the central node, and the adding weights to edges can highlight the key pathways of infor-
mation flow. This dual attention explicitly models the complex interplay between nodes and their relationships , allowing the
model to focus on the most salient and informative features and connections, thereby dramatically boosting its relational
learning capacity and sensitivity to subtle cues. Fourthly, considering that static models fail against novel attacks, this
model incorporates meta learning optimization strategies to enable the model to quickly adapt to new types of attacks or new
scenarios. The core of this strategy improvement is a new combination of soft label loss functions. In the inner loop training
stage, the model utilizes the sensitivity of KL (Kullback-Leibler) Divergence loss function aiming to soft labels to quickly
adjust uncertain model parameters, while in the outer loop stage, it utilizes the strong fault tolerance of Soft-Target Cross-
Entropy loss function to ensure that the model learns stable and robust feature representations on various data. The
improved meta learning algorithm not only demonstrates higher stability during the training process, but also maintains
good generalization performance on different datasets. Result This article validates the effectiveness of the proposed model
on seven major, publicly available benchmarks, which belong to traditional face anti-spoofing or deepfake detection tasks.
In the face anti-spoofing experiment, four classic datasets, MSU-MFSD, Replay-Attack, OULU-NPU, and CASIA-FASD
datasets, were used for cross-dataset experiments. The average HTER (Half Total Error Rate) obtained from the experi-
ment exceeded all comparison algorithms, indicating that the proposed model has good generalization performance in face
anti-spoofing. In the Deepfake detection experiment, FaceForensics++ (FF++) and Celeb-DF (v2) were used for intra-
dataset experiments, achieving classification accuracies of 98. 93% and 98. 44%, respectively; Then, FF++ was used to
conduct cross subset experiments within the dataset, and FF++, DFD (Deepfake Detection Dataset) , and Celeb-DF were
used to conduct cross-dataset experiments. The above cross domain experimental results show that the accuracy and AUC (
Area Under the Curve ) of this model are higher than those of the latest model. Further ablation experiments confirmed that
DBD-KNN, meta learning optimization, TransGNN module, and FFN module in the model are all beneficial for improving
model performance. The comparative experiment hetween KNN (K-Nearest Neighbors) and DBD-KNN (Density Based
Dynamic K-Nearest Neighbors) confirms that even if KNN algorithm uses the optimal K value, its performance is still infe-
rior to DBD-KNN algorithm. The DBD-KNN algorithm leads by 5.55% in the HTER (Half Total Error Rate) metric,

mainly due to its ability to dynamically adapt to changes in data, thereby more effectively adapting to the characteristics of
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the dataset. In the loss function combination experiment of meta learning, it was confirmed that the best experimental
results can be obtained when selecting the KL divergence loss function for the inner loop and the Soft-Target Cross Entropy
loss function for the outer loop. After analyzing the complexity of the model, we found that although the proposed model has
significant advantages in computational efficiency and parameter quantity, its detection accuracy still remains at a high
level. Finally, by observing the evolution of the topological structure of the graph, it can be found that as the model train-
ing deepens, the connections between nodes are no longer limited to local areas, but begin to capture semantic features
with distinctive characteristics throughout the entire image range. This reveals the inherent logic of the model in making
detection decisions. Conclusion The method proposed in this article can effectively capture and identify subtle fraud clues
and global inconsistencies present in fraud samples, thereby improving the detection accuracy of the model. This method is
particularly remarkable in enhancing the model’s generalization ability to different datasets and adaptability to new environ-
ments, ensuring that the model can achieve high recognition performance in diverse practical application scenarios. The
dataset for this paper has been archived in ScienceDB and can be accessed viahttps://doi. org/10. 57760/sciencedb.
j00240. 00096.

Key words: face presentation attack detection; graph neural networks; transformer; meta-learning; density-based
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Figure 1  Adaptive face fraud detection model framework based on Transformer graph learning
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2.3 TransGNN &R &4

TransGNN FHe G FIE 45 N & 2 B

wl |BxW| (B W] B W] H W] HW [H W LW |y
b o PN RN o Che %ﬁ"ﬁ T o= m = R
) (whes)] | Com2D ) |5 | Com2D| | ((Z5) | Conv2D | (GI5)
FOHE TansGNNX 2 FR4E TansGNNx2  FRE TanGNNx 6 FEE TransGNNx2
i | b
Liner i H
: — o * [ DropPaih ;
i Droplath | | | e
e e | e | -
sollmax onv. H H
= GHUSRIES S | | MHASA I |
: I'e 'UK 1 Transformer GELU ! i /
2 : 17| DW-GCN it A—k AN !
0K ¥ P dE—1e Conv2D i A
———— | comzp |
1 FEN
TransGNNEE

K2 TransGNN A S54 DL K S 805 B
Figure 2 Structure and parameter settings of the TransGNN

module

Frh C R B IEGERE | N 7819 /58, TransGNN
BREHR 5 A7 45 T R RFEIR , 4% TransGNN JZ A 4FAIE4E
JEAS VBTSN, T 55 s BSOS Wi JE i B A A
B — > TransGNN Ht f Conv2D 45 1 . DW-GCN #& |
MHSA Transformer #t | DropPath 3t L &z FFN £t 24
J, FEN F 3 i 554~ Conv2D 4 A2 R4tk I — 1k
GELU S0 sR B L. o THR 1 s 2R (22
& 5 GNN B 45 2 BN T B0 o 9 7 3 0],
TransGNN BEHAE Z A0 T 5% 22 B+, i 2 4
e ALY SRR R AR B
2.4 FZEERBRENTEIMRMNL

ARG BT 2 DA SRR 5 2 RE ) R i
RIS RV . BRI ZRAEA S A 1 = A 1Y LB
LR 3 A &R SR D, & WED,,, o0
S AR 2R AN R BB, AR 2R 2 AT
I HSMIEER PR B AT e -

2.4.1 ATEIRIIZE B

OB B 1 3 4 D, YR 571 5 I 2
o b T RETRHGE R 55, AN SO KL HUEE R AL
(KL Divergence , KLD) it NG F 1 H A5dit 2k eREL,
SAZAB R BRSO B 2 A O SRR AT B T PR 9
BRI B, (5% MAML++2 3k B, NIEIRR £
AP BRI A TR D7 20, 28 B A B A4 KL HCRE H B 4t
K ARXT

IRORTINED S A S B

A, MIESEHIE, y, Flp,, 7359l 2 LS R RIS A S50
(5 m B . B0 WG S &R H B — 215 5
MG 240, TS RTE IR RBUA L, SR 5 R
FHAZA % R B T BT 55 e i 240, 42300 k20 AR
W SECE B, S8 kS50, , -, 0,0
2.4.2 HMEAIIL B

SMEIR &R D, R EFH TS50, N
T RE T A M ) B SR, AR SO AMIG IR B O
2528 SURRAS B A O R R, 240 R R BR RE 8 1 TR AR
R4 PP 1 R RE 2 2] BRI IE R . FLIA
R R NG IR ER § 262 2D 15 2 I i 2450, 4
TAMED,,, TR 2 1 bR 5 28 SRk«

L. (0.D,,)=->" ylog(p,) (1)
SRIG LT A A R ISR AN TR A T

Lo =S i ®

A kPRI R AP R, o 5 AP K O AL
I e YRR R TP Gt SN SRR bR I SR
L SO H IR TC SR

TEN IR B B, 38 4 KL AL it Ok e i A4k
n] DU JE BT (0 S0 R SMIEER B B
B A8 A8 SRS G RSO I 531 ] X AR AL PR RS B 7
PEERT ST AR A , 12— 2D b ST R S
PG PR SMIE PR BR300 2 ) o 7 T DLRE S
[ A AT R 17 KRG 20 R P ] R B 5 1Y
[ 5L, BE A% (el A8 TR 7 1T X6 A 55 I A 7 DR 3 R 5
R, 42 i 1L A T O 1R A e

3 XWE5SH

3.1 ZEHIERELIINE

AR SC S BT P A R B A i i R o T
Yo WK ZE . W i 254 T OULU-NPU
CASIA-FASD . Replay-Attack L & MSU-MFSD X 4 >
MBI AR . XUCBHRAE F A TG
)@ LG TR & TN Rl e o {2 N i B775 8
R [ AL TR A SR A . Bk
f#i 1 T DFD (Jiang %5, 2020) , Celeb-DF (Li 4 ,2020)
F FaceForensics++ (Rossler 25, 2019) ¥t #E 42 . DFD
£ 75 3068 > DeepFake £ A AE B% 1 4 i ML 55 363
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IR . Celeb-DF 5 & i O ELOW IS RGN , T
A4 NI 1 5639 A g I G REAS Pl Al 17 1wt
fl A 4075 . FaceForensies++42 it 1000 EL 52 #1471 A1
4000 £h & WA, {d FH T DeepFakes | Face2Face . Fac-
eSwap . Neural Texture I FaceShifter 11 F #iL 71 R B £
R

XF T A, A SO e A b BT 2 ]
% (2 Wi/F> ) , I F MTCNN B35 O EZ
P A PRGN B HILIE RS 58 B T8 g e
7 A 7 vk AT WAL B 9 Mixup (Zhang %5,
2017) 5% Cutmix (Yun 55, 2019) J7 3% >k #5177 B4 4
58, AR FHEE AL A2 1k e

AL H Al T NVDIA GeFore RTX 3080 i
, Pytorch fE 48 o AR & A 09 A B KR RS R
256x256x3 , (il FHBENLEISS (322l  BEHLIEEBR 255
O B0 PE AT FAL B batch-size KN BN 64, A
BRI INERIN T axd L0200 46 715 s 500H 64 %
64. T ITJETTAE A Pidl N Zhded 7 3 1Y L il %)
Gy R SCHFE AT AR NIERR MBI 2R B2
AR BEE N 0.001, HEAIEALAR N Adamw (Wen
F,2015) , B REAH RE 08 (12 IE 4K 5 Adam {2
B 45 5 Ok 1 — R AL A% AEE R e {1 E
0.05. WIhf=:=0 %N 2e-3, FRI145 30 578 F IR Y

0. 1£i%5.
3.2 BSEUEE M ARG TR I RT b 018

R T IS UEAR SCRTHE 9 O R AEAR g AT A
I (32 A BE , A8 SCff i OULU-NPU ,CASIA-FASD .
Replay-Attack DA 2 MSU-MFSD4 /> 5§ 3 42 #5647 5 %k
PEAEMRX I, X 4B A O F AN [A] A9 24
TR SRAE T R AR AT | 3 (175 15 B 4 1
RIPEAL B — @ Pt . o7 (80 S s s 45 5%, 5L
PEEMRRFTIE N O .CIFM, S5 A ks
LBPTOP (Freitas % ,2014) 14 4t S0 B )7 7% ; MADDG
(Shao %, 2019) < SSDG (Jia %5 , 2021) 5 UDG-FAS
(Liu %5, 2023) 32z € J7 ¥ ; RFMeta (Shao 55, 2020)
TG~ 2 J7 1% s DLIF (Yang 45, 2024 ) R AF fif # 7 15 55
S TS o MERE RN T AR 2 R R
(HTER) R AE AT 46 T AL (AUC) , LB 25 R 3k 1
FIE7s , 78 O&C&T to M A1 O&M&T to C 5256 i, A SR
AR HTER JFAE &AL . 40 #TIA Sl , MSU 5 CASIA #1
P TP A R T IS R 5 I R O A 2 A
R, AR TR B o e e R LT 4523 R A — 3
PEZRF N S T (1Y) Jr) 3 4 B AR I R A
XA o BRI, 76 O&C&M to [ 5 I&C&M to O H1 A
BRI A e it e, RITHAE 280 Y 5 F B
SN P it

R1 BHREAREEQUX LR

Table 1 Cross—dataset face anti-spoofing comparison experiment

O&C&M to 1 0&C&Ito M O0&M&I to C I&C&M to O
Model HTER AUC HTER AUC HTER AUC HTER AUC
(%) (%) (%) (%) (%) (%) (%) (%)
LBPTOP 49.45 49.54 36.90 70.80 42.60 61.05 53.15 44.09
MADDG 22.19 84.99 17.69 88.06 24.5 84.51 27.98 80.02
SSDG 18.21 94.61 16.67 90.47 23.11 85.45 25.17 81.83
RFMeta 17.3 90.48 13.89 93.98 20.27 88.16 16.45 91.16
MTML 8.07 96.85 7.38 96.66 13.2 94.27 8.75 95.95
AFNM 16.03 91.04 10.83 96.75 17.85 89.26 15.67 91.90
UDG-FAS 5.86 98.62 5.95 98.47 9.82 96.76 10.97 95.36
DLIF 5.82 98.13 375 98.33 6.67 97.27 8.89 96.36
AR AR 3.23 98.97 6.25 96.09 12.5 95.71 2.78 96.77

T IR o de DA
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3.3 Deepfake #& il X3 bk i 36 R EAE,
3.3.1 Deepfake 54 4E PN (1) % LS 56 3.3.2 1EFF++50d 4 b s T4 5050

AT TT 2 Deepfake E#hi 42 N EB XS HL S5, DU
B UEAS SCHR SR 1 RE

Z 5 BB R A F5 T CNN f%) ResNet (He
%% ,2016) | Xception (Chollet 55 , 2017) | EfficientNet
(Tan%$,2019) . AWARE-Net(Salman %5 ,2025) ; 3£ T
Transformer Y VIT (Thing 45 2023) | Swin (Liu %,
2021) ; isf 23 A4l AH 25 A B MBMD (Long 45, 2025) J7
25 usE AL MCW (Guan 55 A, 2023) J5 1 LA K
it 22 N 4% J5 3 DEGNN (Khali %5 , 2023) . SSGT
(Khormali 45 ,2024) . %(4fs £ & Celeb-DF Fl FF++
(R i T4 IR T 45 4% 7. 3 11 LU A3 Bt L
SYTC , T REVEAN T8 b5 1 F 3 2K BE (Accuracy, Acc)
FUERAE Al 28 T 1 AL (AUC) o SEE 25 N3 2 FR,
HH 2 2 AT HIAS SO 4 R A B AU AE Celeb-DF 254 4R 1Y
ST o Ace ik F) 98.93%, AUC ik #) 99. 81%; 1E
FF-++ 5048 52 09 52 56 1 Ace 15 3 98. 44%, AUC 15 3]
99. 62%. £ W EHE AL Y S I v, AR SCHR AR R Y
Acc ik BB T M/ BB X LG 7 s, vl A
SCHT AR H BB TR BE S U A B PR AR R A
AW Raa YT T ob= AN % K5 =N W RN 9

9 T B IEAS SCRT SRR AR RL A 3 W, AR R R
FE-++ 5 01 542 (C23) MO8 S N 85 7 AR S 0, A4
M SCIR AT AR S B RN R AL . PR+ Bl 4R 30
T AR VE 7 4E « DeepFakes (DF) | Face2Face (F2F) |
FaceSwap (FS) . NeuralTextures (NT) . FaceShifter
(FSh) . fi % DFGNN, A5 14 52 56 73 by W VR A
I B3 AN NG A o A B 03 S IS VARG D) 552
g, £ $E FaceSwap (FS) .DeepFakes(DF) Fl Face-
Shifter (FSh) =A~F M ZR4E , 73 5h AT AR AM0T
BE SN o T TR 3R ST 4 VR ARG D S b, e
Face2Face (F2F) F1 NeuralTextures (NT ) 4~ 8 {i
LA, 7 b =T HRABOT 8RS58

SR AE RN 3PN, R AR, AR SO A
R DG bR 42 T B 2L DFGNN SCRY () SC 30 25 5, oF
Py Ace il T 13.17%, T3 AUCH# L T 17, 52%,
TEIFAE LB P R B W 2, P2 Ace T T
19. 84%, 1Mi~F-43 AUCH L T 25. 32%, BLRAASCH
ARSI ELAT S5 - ) i I P Az A o
3.3.3  Deepfake #5504 5 X H 525

AT B EAR SO R H B RLTE Deepfake £l

#*R2 deepfake B #EE N A XTI LIE

Table 2 Comparative experiments on a single deepfake dataset

Celeb-DF FF++
Model
Ace AUC Ace AUC

ResNet 96.96% 99.65% 87.04% 99.21%
Xception 97.68% 99.77% 88.32% 99.70%
HRNet 96.47% 99.87% 88.74% 99.95%
VIT 87.21% 97.54% 75.73% 92.29%
BEiT 87.51% 95.90% 86.82% 98.76%
Efficient 96.43% 99.88% 87.78% 99.45%
Swin 76.58% 98.84% 87.25% 98.81%
MiniGCNs 98.90% 98.00% 95.09% -

SSGT - - 94.59% 95.16%
DFGNN 93.90% - 97.16% -

MBMD 99.11% 99.74% 96.97% 99.54%
AWARE 100% 99.92% 96.86% 99.22%
AR AR 98.93% 99.81% 98.44% 99.62%

E IORLECE A R L, = R R A JU STk h R R A3t A
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Table 3 Cross—validation metrics on FF++

> S g Mg DFGNN AR
O FHE Ace AUC Ace  AUC
FS 89.30% 92% 93.75% 97.54%
ey DF 85.72% 88% 89.06% 95.74%
B354 DF+ FSh 79.23% 82% 89.06% 98.53%
Fsh F2F 73.50% 75% 84.38% 95.37%
NT 61.30% 69% 87.50% 98.38%
F2F 80.10% 85% 85.93% 95.30%
NT 86.30% 90% 95.31% 98.49%
FNE L4 F;? FS 73.10% 75% 78.13% 91.99%
DF  69.90% 72% 85.94% 91.53%
FSh 52.70% 59% 93.75% 99.31%

(992 ALk BE L A< 5 fd1 ) FF++ 25 5 & 42 Mol 44
DFD % Celeb-DF fil i 5 , ¥ & T Deepfake % 5 d
SRR LSS, SE RN 4 fs . AT, A SCiR
ALY (S S PE BRI T e A 2 R 1 B AL A
B AR AR O 5 7 4 R A B = 2R 1 B2
Jk DGR U L] iz s A 4/ R — 8ok O HL

RIS T X A 0 A R VE S AR AT 5 13
3.4 HRREIY

AR 38 28 T R S 50 A 56 UE A A LA A
AU 520, BT e i 24 53 DBD-KNN (X L KNN) |
TG A Ak TransGNN A28 (X [ GNN) LLK FEN A5
e, i I&C&M to O [ 5 5046 42 19 52 39 7 42, VEA
FE bR il F S BASR A (HTER) o T Bl SC B0 25 1 i3k
SHR. FFRATAL B IR — A BRI 1
RBAR 23 A0 Bt i, 33X 2 BH T A3 A A4 90 ) A 7
BERHE T . HirP, TransGNN AL Fp 42 2 Transformer
T 5 EG R, X6 7 28 %A Transformer
e AR XSRS 0 B K, S Transformer 35
HTER FEAIE T 2. 78%; H:yk DBD-KNN 45 B4 (1) Jeg
TR 28 R T KU B T R A 1 A I PR A AR TR i
T b Al 4 A A B Th I R AR R s u e ) R
W 2 BR AR I il B R HEAE T 8 AR AR ALY )
TR Al R ERGHEE I T AT 55, it e BT 1402 AL B TR
PRI IV 1 5 PN A HR {7550 70 A TR U2 0 6% v A 20
14 386 6 FEE LA B 348 5k S A G R AIE 1) 2 T B8 7, HL XA
R 52 A 85 K IR B (A8 AU Y HTER FEAIR T
2.34%,

%4 Deepfake B E#EEXTLL LI0

Table 4 Comparative experiments on Deepfake across datasets

HIREE S
PlIE RS B DFD Celeb—-DF
Acc AUC Ace AUC
ResNet 58.73% 0.68 67.60% 0.78
Xception 68.31% 0.65 75.06% 0.84
HRNet 60.42% 0.62 70.27% 0.78
VIT 52.39% 0.76 74.67% 0.84
BEIT 66.47% 0.70 75.95% 0.84
Swin 51.90% 0.66 66.08% 0.73
FF++
MCW 81.70% 0.82 64.20% 0.67
DFGNN - - 73.40% 0.76
SSGT - - - 0.87
MBMD - - 85.80% 0.88
AWARE - - 70.14% 0.88
AR 78.13% 0.82 84.38% 0.89

TE IORLECE A R AL, =7 R R A JU Sk h R R 43
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Table 5 Impact of different components on the mode

%6 DBD-KNN 5 KNN &3ttt
Table 6 comparison of DBD-KNN and KNN

TransGNN  DBD-KNN Ji%:>]  FNN  HTER(%) Jr ik KNN DBD-KNN
N N N 11.11 HTER(%) 8.33 2.78
N N N 8.33 TE LA A R e (E
J v N 6.45 . .
J J J i STCE) o A5 5% LU A FHA [R] Ay b 28 4 2 R 85 1) 241
J J J J - HROR, DI B s L5 . SE8e i T OULU-

T < RS A e O M

H

3.5 HEKENZE
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Figure 3 Histogram of K values appearing in an epoch training
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it %) 585 FEE 1 3 N7 b BB PR AR AR o i S AR KA,
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3.6 TTEIMAPIRKREBMIERE

T I bt 8 rp  BERLE NI PR RS MBS
B B AR T AN ] ) SRR 2 4 2 bR : KL HICRE 483 2K
BRI 3R 25 A2 SUH 451 2R (soft target cross entropy,

NPU il 4% , Replay-Attack fiiR 4 , PEA 48 bRl
T2 BASR R (HTER) o Z5 RN 7 Fiw, h&n]
W (1) FENEFRERE KLD pREL, T MG 25 STCE
PRI, S ROR B 4T, T R Y I R KLD X bR
S5 (R AR AT Bh PR AR R SR, 1T STCE PR
HA BN AEERE ), BRSPS R A5 25 P gk s
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Table 7 Performance comparison of different combina-

tions of soft label loss functions
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Table 8 Comparison of complexity between different mod-

els
- o ) FLOPs #iAR
i S0 i + A
DFGNN 27.3 46  128x128 97.16%
VIG-TI 7.1 13 224x224 94.15
Swin—Transformer 29 45  224x224 87.25%
ResNet—50 25.6 41  224x224 87.04%
AR SRR 5.8 1.18  256%256 98.44%

E ORI o R L

T BEE P25 ZE IR, B R F s R B A A
X — 1o P EOU M 7R 1 A Al A ke 36 7 P A2
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Figure 4  Evolution of Graph Topology Structure
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